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Overview This Guide provides a brief look at the SCO
Enterprise File Transfer (SCOEFT) Service secure
FTP, service support, system requirements, and a
limited overview of common Secure FTP client
software.

What is Secure FTP? Secure FTP provides a secure file transfer method
to State Controller’s Office (SCO) clients,
customers, and business partners. Secure FTP is
similar to standard FTP (file transfer protocol), a
widely used file transfer method. The Secure FTP
transfer method, unlike FTP, provides a way to
encrypt and secure all data exchanged between a
Secure FTP client and the SCO Secure FTP server.

Secure FTP File Transfer Methods The SCO EFT Service supports multiple protocols
for secure file transfer. Supported protocols
include, FTP/S (SSL/TLS), SFTP (SSH2), and
HTTPS (SSL).
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User Support

SCOEFT User Password
Requirements

Your SCO Business Representative is the first point
of contact for all EFT issues, except password
resets. Please contact them directly for questions
regarding:

e EFT Service, SCO business process, or the SCO
program you are participating in with your file
transfer activities.

e EFT account creation, deletion, or maintenance.

e \Web Browser issues, user interface
functionality, and “How to” questions.

For password reset issue, please contact the
following:

SCO Customer Service Center
Phone: 916-324-6716
Email: CustomerServiceCenter@sco.ca.gov

Desk Operational Schedule:
8:00am to 5:00pm M-F, excluding State Holidays

Users are issued a unique User ID and must

compose a password that conforms to the following
requirements:

e Must be a minimum of eight (8) characters in
length

e Must contain one (1) UPPER CASE alphabetic
character (A-2)

e Must contain one (1) lower case alphabetic
character (a-z)

e Must contain one (1) number (1-9)
Passwords can include special characters, but
must contain the characters previously stated.

User password reset for forgotten or expired
passwords is available via a self-service function
available on the SCOEFT Service Web Site and by
contacting the SCO Customer Service Center.
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File Retention Policy

Max File Size

Max Browser Upload Duration

Why Use a Secure FTP Client?

Secure FTP Client Software

Users will receive an email notification fifteen (15)
days prior to password expiration.

The SCOEFT service provides temporary file
storage for file transfer solely. The file retention
policy stipulates that all file transfers will be
retained on the system for no more than 90 days
from the date of transfer. Files retained on the
system after the 90 days will be purged from the
system.

4GB is the maximum single file size limit.

4 minutes is the approximate allotted time to upload
a file in SCOEFT using Internet Explorer — or other
browsers. The time to upload is based primarily on
the internet speed used by the external uploader. For
larger files, we recommend using the FileZilla FTP
Client solution which allows for longer upload
times.

Secure FTP clients allow you to quickly and easily
download or upload a single file or multiple files at
one time using a secure connection.

The following information discusses Secure FTP
software clients that the SCO has tested
successfully against its Secure FTP server.
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SCOEFT FTP Web Client Usage Overview:

This option works best for users running NEWER versions of Internet Explorer (IE 10, 11+) Internet
Explorer (IE) is the only browser fully tested and supported by SCOEFT.

1. Using a modern web browser, navigate to https://eft.sco.ca.gov

(- ) https://eftsco.ca.gov/ P~8- Server Login

2. At the SCO Enterprise File Transfer Logon window, enter the Username and
Password that was provided to you, and click the Log In button.

‘g\ California State Controller's Office

&> ENTERPRISE FILE TRANSFER

Log In

Username: |username |

Forgot Username

Password: |oooo-oo. |

Forgot Password

3. The FTP remote window will be displayed. To download a file, go to the
download folder, “[Business Unit]-Download”. Files in this folder can be
downloaded by clicking on them and selecting a save location when prompted.

STATE CONTROLLER'S OFFIC  C' b H ]

* @ My Folders [ Name a Size & Date & Upload Manager
B [Business Unit}-Downloi
_ _ »  Completed (0)
] [Business Unit}-Upload 0 [Business Unif]-Download 3412016
¥ InProgress ()
0 [Business Unit]-Upload 31412016 .
Mo uploads in progress
v Pending (0)

No pending uploads
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Upload icon in the blue banner.

STATE CONTROLLER'S OFFIC  C' 4 H i

* @ My Folders [0 Name a

¥ [Business Unit-Downlo:

# [Business Ui Upload

[Business Unit}-Download

0 [Business Unif}-Upload

Size a Dale a

3412016

30412016

To upload a file, go to the upload folder, “[Business Unit]-Upload”. Click on File

Upload Manager

» Completed (0)

v InProgress (0)

No uploads in progress

¥ Pending (0)

Mo pending uploads

Date

3/412016

3/4/12016

Upload Manager W
» Completed (0)

~ In Progress (0)

Mo uploads in progress

* Pending (0)

Mo pending uploads

Click the Open button. The file will automatically upload.

Navigate to your local hard drive/network share, and select the file to upload.

(= Choose File to Upload

) |l Desktop »
&N P

Organize ~

i Favorites F

-
A

& Downloads
=l Recent Places
Bl Desktop

m

= Libraries
@ Documents
&' Music
=] Pictures

B8 videos

7% Computer
S Windows (C:)
® 15D Group Share (G:)
5® Home Directory (H:)
® 15D Application Data (I:) L

Libraries
System Folder

Computer
System Folder

R

@

~ [ 43 | [ Search Desktop o]
New folder =~ O @

Nunes, Tom
System Folder

Network
System Folder

File name: ||

- [AllFiles )

)

o )
e ——
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6. The Transfer section displays the current upload status.

Size & Date a Upload Manager W

b Completed (0)

31412016
* InProgress (0)
342016
No uploads in progress
+ Pending (0)
No pending uploads

7. Click on Account then Logout once you have completed your session.

B - R = Accoun

SiFze . Date .. Upload Manager -

» Completed (0)
B/A2016

- In Progress (0)

342016
Mo uploads in progress

-  Pending (0)

Mo pending uploads

. [ENVTEVE  English ~ X Account

Password. ..

=

Upload Manager W

» Completed (0)

~ In Progress (0)

Mo uploads in progress

+ Pending (0)

Mo pending uploads
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SCOEFT - Filezilla FTP Client Usage Overview:

1.

FileZilla

Ensure that the FTP client is installed. Launch FTP application.

7

From the File menu, select the Site Manager... option.

[ Filezilla
Edit View Transfer Server Bookmarks Help
CTRL+S

Copy current coMgection to Site Manager...
Mew tab CTRL+T
Close tab CTRL+W
Export...
Import...
Show files currently being edited... CTRL+E
Exit CTRL+Q

At the Site Manager window, click the New Site button.

Site Manager

===

Select Entry: -

General | Advanced I Transfer Settings I Charsetl

B My Sites
Hosk: Port:
Protocol: FTP - File Transfer Protocol
Encryption: Use plain FTP
Logon Type: | Anonymous
User:
Password:
Accounk:
Commenks:

p—
o — -
—
Mew Bookmark Rename
Delete Copy
Connect [ oK ] [ Cancel
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4.

Use the following values:

Site Name: SCO EFT

Host: eft.sco.ca.gov

Protocol: SFTP — SSH File Transfer Protocol
Logon Type: Normal

Enter the Username and Password that was provided to you. Click the Ok

button.
Site Manager IEI
SSEctEntNG General |AdvancEd I Transfer Settings I Charsetl
) My Sites
E|_ SCOEFT Host: eft.sco.ca.gov Port:
Protocol: [SFFP - 55H File Transfer Protocol ']
Logon Type: [Normal v]
User: usermame|
Password: sessssssssssss
Account:
Comments:
[ Mew Site ] [ Mew Folder ] il
[ Mew Bookmark ] [ Rename ]
[ Delete ] [ Copy. ]
[ Connect ] [ oK ] [ Cancel ]

From the Sites drop down list, select SCO EFT to connect.

[H Filezilla
File Edit View Transfer Server Bookmarks Help

|4~ GEEE = #B&s DA 0

Username:

(Gtamea ]

Password: Fort:

ol o =)
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6. At the Unknown host key prompt, select “Always trust this host, add this key
to the cache” and click Ok.

Unknown host key ﬂ

@A The server's host key is unknown. You have no guarantee that the
0 server is the computer you think it is.

Details

Host: eft.sco.ca.gov:22
Fingerprint: ssh-rsa 2048 7¢:b9:16:9e:9b:fd:f1:83:2:83:3f:44:26:¢8:27:84

ust this host and carry on connecting?
ays trust this host, add this key to the cache

oo || cancel |

7. The FTP client will connect to the SCO EFT Server and display a status in the

log field.

Status: Retrieving directory listing...
Command: pwd

Response: Current directory is: "/"

Command: Is

Status: Listing directory /

Status: Calculating timezone offset of server...
Command: mtime "1st fl main.jpg"

Response: 1331227083

Status: Timezone offsets: Server: 0 seconds. Local: -25200 seconds. Difference: -25200 seconds.
Status: Directory listing successful
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On the left side are the local files; the right side will list the remote FTP files.
Make sure you are in the “[Business Unit]-Upload” folder in the Remote site
screen to perform uploads and the “[Business Unit]-Download” folder to perform

downloads.

File Edit View Transfer Server Bookmarks Help
[ 4~ | TR = 0 e @ 505 8
Host: | Username: Password: Port: [euacomea -]
[status: Retrieving directory listing... a
[command: pw
Response: Current directory is: /"
|Command: Is
Status: Usting directory /
Stotus: Colculting tmezane offset of servr...
[command: mtime *15t i main.jpg" =
Response: 1331227083
Status: Timezone offsets: Server: 0 seconds. Local: -25200 seconds. Difference: -25200 seconds.
Status: Directory listing successful =
Local ste: | C:\POF\ v | Remote site: |/ v
@ ). POF SIEY
). Perflogs
@ ). Program Files ||
- ). ProgramData 1
| Recovery =
Vol I =
i Sysiem Volume Infomation Filename Filesize Filetype Lastmodifi.. Permissi. Owner/G..
&k Users
& ). Windows v [*-
— — - = 15t fl mainjpg 5314059 JPEGIM.. 3/B/20121. -W-Wer. usergro.
Filename Filesize Filetype Last modified = chokelandjpg 119072 JPEGim.. 3/6/20126.. -rw-TW-r.. usergro..
k- CURRENTLANGSPOKEN doc 52224 DOCFile 3/7/20121. -w-wer.. usergro..
I fto File folder  6/7/20121204... = ispcdjpg 49808 JPEGIm.. 3/7/20121. -rwerw-r. usergro..
% fwd-webpdf 109410 AdobeAcr.. 6/7/20121200.. IntelGFXlog 47098 TextDOC.. 3/14/2012.. -TW-fW-r.. Usergro...
“% Reintro-cmd... 790842 Adobe Acr..  6/7/20121201.. X MLAGenerallnformation pdf 106846 AdobeA. 3/7/20121. -w-tw-r.. Usergro..
unixtoolbox.. 381945 XLS File 6/1/20121:38... | pacsmtupd.docx 93523 Office 0. 3/7/20121.. -TW-rw-r.. usergro..
“% unixtoolbox.. 381945 Adobe Acr.. 6/7/2012 136.. SLPCrashJog.txt 230 TextDoc.. 3/7/20121. -W-w-r.. Usergro..
& TwoHoursPastBedtimejpg 90454 JPEGm.. 3/8/20121. -w-w-r. usergro..
unixtoolbox-z - Copyxls 381945 XUSFile  6/7/20124w. -Twe-rwer.. usergro..
= Wayward CubSMALLjpg 116141 JPEGIm.. 3/8/20121. -w-rw-r.. usergro..
4 files and 1 directory. Total size: 1,664,142 bytes 11 files. Total size: 6371400 bytes
Server/Local file Direc.. Remote file Size Priority Status
Queved files ' Falled transfers  Successful transfers
i ¥ Queesempty @@

Navigate to your local hard drive/network share, and select the file to upload.

Right click on the file and select the Upload option.
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9. The Queued files section displays the current upload status.

Server/Local file Direc.. Remaote file Size Priority Status
.ell. sftp://AUDDSH0002..
ﬂ C\PDRR-intro-cmd...  --»>  /R-intro-cmd.pdf 790,842 Norm.. Transferring

00:00:07 elapsed ~ 00:00:15 left 134% 106,496 bytes (49.1 KB/s)

WQueued files (1) ‘ Failed transfers ‘ Successful transfers ‘

10 Click the Disconnect option from the Server Menu once you have completed
your upload session.

[E 5C0 EFT - sftp://AUDDSH002@eft.sco.ca.gov - FileZilla = =l =
File Edit View Transfer | Server | Bookmarks Help

| i - | .mﬂ 1 Cancel current operation

| Host: Reconnect CTRL+R Port: E]

Status: Connected 4 @ CTRL+D -
Status: Retrieving d

Command: pud Search remote files... F3 —
Response: Current dire

Command: Is Enter custom command... =
EEE: E;gzﬁofﬁg Force showing hidden files ™
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